Unit 3 Activity

Port Scan
TCP Port IPV4 State  Service -An application is listening for connections on that port
21 FILTERED | ftp -No application listening on that port
22 FILTERED  ssh FILTERED | The port is blocked by firewall or other network obstacle
23 FILTERED | (elnet
25 FILTERED smip
53 FILTERED | domain
80 FILTERED | hftp
110 FILTERED pop3
137 FILTERED | netbios-ns
138 FILTERED | netbios-dgm
139 FILTERED | netbios-ssn
443 FILTERED  hitps
445 FILTERED | microsoft-ds
587 FILTERED | submission
993 FILTERED  imaps
995 FILTERED | pop3s
1080 FILTERED | socks
1433 FILTERED | ms-sql-s
1701 FILTERED |2

All the ports that showed up were marked as filtered. I’'m not the most concerned with these results.
This is because filtered means that a firewall service is blocking them. This is good because it means |
have something protecting them. But | can’t be 100% fine, because there is always some way for
intrusion, no matter how protected you think you are.

Mac Address
Manufacturer: Intel Corporation
Description: Intel(R) Wireless-AC 9260 160MHz
Driver version: 21.120.0.9
Physical address (MAC): L3-A0-23-D9-F7-8D

Copy

For where | am supposed to go in and spoof my address, | can’t do that. Since | use my school
computer, those settings are blocked by my school.

For if spoofing in this case is ethical, | think it depends. If you are doing it for good intentions or
protection, | think it’s fine. But if you are doing it to get some benefit out of it (not in the greatest way),
then it may be a problem.



WireShark
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No. Source Destination Protocol  Length Info ~
| 103 18.838138 feB::226:86FF: fedl.. Ff@2::1 ICMPV6 174 Router Advertisement from
| 104 19.161488 10.9.0.88 52.177.165.30 TLSv1.2 99 Application Data
| 1e5 19.195764 52.177.165.30 10.0.9.88 TLSv1.2 230 Application Data
| 1e6 19.233821 10.0.0.88 52.177.165.30 TCP 54 50754 + 443 [ACK] Seq=46
| 107 19.503782 10.9.9.96 10.0.0.88 upP 299 41202 + 61257 Len=257
L 108 19.599312 10.9.0.80 10.0.0.88 ssDP 477 HTTP/1.1 208 OK -
< >

Frame 1: 477 bytes on wire (3816 bits), 477 bytes captured (3816 bits) on interface \Device\NPF_{4F698D:
Ethernet II, Src: Microsof_1d:2f:61 (b4:ae:2b:1d:2f:61), Dst: AzureMlav_bd:c8:46 (dc:85:de:bd:c8:46)
Internet Protocol Version 4, Src: 10.0.9.88, Dst: 10.8.8.88

User Datagram Protocol, Src Port: 1988, Dst Port: 61257

Simple Service Discovery Protocol

< >
dc 85 de bd c8 46 b4 ae 2b 1d 2f 61 @8 @@ 45 oe F +-/a--E ~
@l cf c5 B4 @@ @0 89 11 Se f2 0a @0 @0 50 0a 0@ » P
@@ 58 @7 6c ef 49 @1 bb dé ba 48 54 54 50 2f 31 X-1-1 HTTP/1

2e 31 2@ 32 3@ 3¢ 20 4T 4b @d @a 53 54 3a 2@ 75 L1288 0 K- 5T: u
70 6e 7@ 3a 72 6f 6f 74 64 65 76 69 63 65 @d @a pnp:reot device

55 53 4e 3a 2@ 75 75 69 64 3a 64 63 66 33 39 63 USN: uui d:dcf39c
63 64 2d 34 61 36 31 2d 34 62 33 65 2d 61 63 61 cd-4a6l- 4b3e-aca
36 2d 39 65 64 34 31 38 63 35 36 33 32 65 3a 3a 6-9ed4l@ c5632e::
75 70 6e 7@ 3a 72 6f 6f 74 64 65 76 69 63 65 od upnp:roo tdevice

@ 7 wiFi: <live capture in progress> Packets: 108 - Displayed: 108 (100.0%) || Profie: Default

| learned that there are tons of packet being transferred between my computer and the internet every
second. That’s how information is transferred between the two destinations. A packet sniffer can be
beneficial in Cybersecurity because they can help misemployment to the network, and can also monitor
the usage of the network to see what is going on.



